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NetworkStandards,ProtocolsandNetworkModels

Fig(3-1)

 NetworkCriteria

Anetworkmustbeabletomeetacertainnumberofcriteria.Themostimportantof

theseareperformance,reliability,andsecurity.

a)Performancecanbemeasuredinmanyways,includingtransittimeandresponse

time.Transittimeistheamountoftimerequiredforamessagetotravelfrom onedevice

toanother.Responsetimeistheelapsedtimebetweenaninquiryandaresponse.

Theperformanceofanetworkdependsonanumberoffactors:
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1)Numberofusers.

2)Typeoftransmissionmedium.

3)Capabilitiesoftheconnectedhardware.

4)Efficiencyofthesoftware.

Performanceisoftenevaluatedbytwonetworkingmetrics:throughputanddelay.

Weoftenneedmorethroughputandlessdelay.

 throughput:

Indicatethelevelofsuccessfulpackets(actualrate)deliveryfrom onepointonthe

networktoanother(measuresinbitpersecondbps)

 Delay:

How long ittakesfora bitofdata to travela crossthe networkfrom one

communicationendpointtoanother.

b)Reliabilitynetworkreliabilityismeasuredbythe:

1)Accuracyofdelivery.

2)Frequencyoffailure.

3)Thetimeittakesalinktorecoverfrom afailure.

4)Network'srobustnessinacatastrophe.

c)SecurityNetworksecurityissuesinclude:

1)Protectingdatafrom unauthorizedaccess

2)Protectingdatafrom damageandchange.

3)Implementingpoliciesforrecoveryfrom datalosses.
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 ProtocolsandStandards

A)Protocol:…..isasetofrulesfollowedbythenetwork.

Protocols:areformalstandardsandpoliciesmadeupofrules,proceduresand

formatsthatdefinescommunicationbetweentwoormoredevicesoveranetwork.

Aprotocoldefineswhatiscommunicated,howitiscommunicated,andwhenitis

communicated.

Protocolsincludingbothsoftwareandhardware.

Networkingprotocolsdescribemanyprocessessuchas:

1.FormatorStructureofthemessage.

2.Howandwhenerrorandsystem messagearepassedbetweendevices.

3.Thesetupandterminateofdatatransfersession.

B)Standards

Standardsareessentialincreatinganopenandcompetitivemarketforequipment

manufacturersandinguaranteeingnationalandinternationaltelecommunications.

StandardsCreationCommittees

Mostdatatelecommunicationsrelyprimarilyonthestandardspublishedbythefollowing

committees:

InternationalOrganizationforStandardization(ISO).

AmericanNationalStandardsInstitute(ANSI).

InstituteofElectricalandElectronicsEngineers(IEEE).

ElectronicIndustriesAssociation(EIA).

 NetworkModels
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Thelayeredmodeslthatdominateddatacommunicationsandnetworkingliterature

before1990wastheOpenSystemsInterconnection(OSI)model.Everyonebelievedthat

theOSImodelwouldbecometheultimatestandardfordatacommunications,butthisdid

nothappen.TheTCP/IP protocolsuitebecamethedominantcommercialarchitecture

becauseitwasusedandtestedextensivelyintheInternet;theOSImodelwasneverfully

implemented.

TheOpenSystemsInterconnection(OSI)modelisintroducedinthelate1970sbythe

InternationalStandardsOrganization(ISO).

(Note:ISOistheorganization.OSIisthemodel.)

TheOSImodelisalayeredmodelforthedesignandunderstandsofnetwork

systemsthatallowscommunicationbetweenalltypesofcomputersystems.

OSIconsistsofsevenseparatebutrelatedlayers,eachofwhichdefinesapartof

theprocessofmovinginformationacrossanetwork(seeFigure3.2).Whenamessageis

sentforexamplefrom deviceAtodeviceB.Asthemessagetravelsfrom AtoB,itmay

passthroughmanyintermediatenodes,calledrouters.Theseintermediatenodesusually

involveonlythefirstthreelayersoftheOSImodel.
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Fig(3.2)TheinteractionbetweenlayersintheOSImodel

Eachlayerdefinesafamilyoffunctionsdistinctfrom thoseoftheotherlayers.Each

layeratthesendingsiteusestheservicesofthelayerimmediatelybelowit.Thesenderat

thehigherlayerusestheservicesofthemiddlelayer.Themiddlelayerusestheservicesof

thelowerlayer.Thelowerlayerusestheservicesofthecarrier.Layer3,forexample,uses

theservicesprovidedbylayer2andprovidesservicesforlayer4.

Theprocessesoneachmachinethatcommunicateatagivenlayerarecalledpeer-

to-peerprocesses.Communicationbetweenmachinesisthereforeapeer-to-peerprocess

usingtheprotocolsappropriatetoagivenlayer.

Theinterfacesbetweenlayersaretodefinetheinformationandservicesthateach

layermustprovideforthelayeraboveit.
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Thesevenlayersarebelongingtothreesubgroups.Layers1,2,and3arethe

networksupportlayers;theydealwiththephysicalaspectsofmovingdatafrom one

devicetoanother(suchaselectricalspecifications,physicalconnections,andphysical

addressing).Layers5,6,and7aretheusersupportlayers;theyallow interoperability

amongunrelatedsoftwaresystems.Layer4,thetransportlayer,linksthetwosubgroups.

 LayersintheOSIModel

InthefollowingwedescribethefunctionsofeachlayerintheOSImodel.

1.PhysicalLayer:firstandlowestlayer(bitbybitdelivery)

Thephysicallayercoordinatesthefunctionsrequiredtocarryabitstream overaphysical

medium.

Thephysicallayerisconcernedwiththefollowing:

Physicalcharacteristicsofinterfacesandmedium.

Representationofbits(sequenceof0sor1s)withdefiningthetypeofEncoding(how

0sand1sarechangedtosignals).

Datarateorthetransmissionrate(thenumberofbitssenteachsecond)

Synchronizationofbits.Thesenderandreceivernotonlymustusethesamebitrate

butalsomustbesynchronizedatthebitlevel.

Fig(3-3)physicalbitstreem
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Lineconfiguration(point-to-pointormultipointconfiguration).

Physicaltopology(mesh,star,bus,etc.).

Transmissionmode(simplex,half-duplex,orfull-duplex).

Kindofmodulation

2.DataLinkLayer

Thedatalinklayermakesthephysicallayerappearerror-freetotheupperlayer

(networklayer).Thefigureshowstherelationshipofthedatalinklayertothenetworkand

physicallayers.

Thedatalinklayerisresponsibleformovingframesfrom onehop(node)tothenext.

Otherresponsibilitiesofthedatalinklayerincludethefollowing:

NodetoNodedelivery.

Framing.Thedatalinklayerdividesthestream ofbitsreceivedfrom thenetworklayer

intomanageabledataunitscalledframes.

Physicaladdressing.Thedatalinklayeraddsaheadertotheframetodefinethe

senderand/orreceiverdevicesoftheframe.Thedevisesaredefinedbythephysical

address(orMACaddress).

Flow control.Thedatalinklayerensurestherateatwhichdataareproducedinthe

senderandarrivedinthereceiver.

Fig(3-4)datalinkframe



ThirdchapterDataCommunicationandNetworksMahaAliHussain

XXXVI

Errorcontrol.(errordetectionandcorrection).Thedatalinklayeraddsmechanismsto

detectandretransmitdamagedorlostframes.Errorcontrolisnormallyachievedthrougha

traileraddedtotheendoftheframe(seetheT2inFigure).

Accesscontrol.Thedatalinklayercontrolstheaccesstothelinkwhentwoormore

devicesareconnectedtothesamelink.

3.NetworkLayer

Thenetworklayerisresponsibleforthesource-to-destinationdeliveryofapacket

(seeFigure(3-6)),possiblyacrossmultiplenetworks(links).Whereasthedatalinklayer

overseesthedeliveryofthepacketbetweentwosystemsonthesamenetwork(links).

Otherresponsibilitiesofthenetworklayerincludethefollowing:

 SourcetoDestinationdelivery.

 Logicaladdressing.Thenetworklayeraddsaheadertothepacketcomingfrom the

upperlayerthat,amongotherthings,includesthelogicaladdresses(IPaddress)of

thesenderandreceiver.

 Routing. When independent networks or links are connected to create

internetworks,theconnectingdevices(calledroutersorswitches)routeorswitch

thepacketstotheirfinaldestination.Oneofthefunctionsofthenetworklayeristo

providethismechanism.

 Multiplexing.
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Fig(3-5)networklayer
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4.TransportLayer

Thetransportlayerisresponsibleforprocess-to-processdeliveryoftheentire

message.Aprocessisanapplicationprogram runningonahost.Whereasthenetwork

layeroverseessource-to-destinationdeliveryofindividualpackets.

Otherresponsibilitiesofthetransportlayerincludethefollowing:

 Endtoendmessagedelivery.

 Service-pointaddressing.Computersoftenrunseveralprogramsatthesame

time.Thetransportlayerheaderincludesatypeofaddresscalledaservice-

pointaddress(orportaddress)inordertodelivertheentiremessagetothe

correctprocessonthatcomputer.

 Segmentation and reassembly.A message is divided into transmittable

segments,witheachsegmentcontainingasequencenumber.Thesenumbers

enable the transportlayerto reassemble the message correctly atthe

destination.

 Flowcontrol.Likethedatalinklayer,thetransportlayerisresponsibleforflow

control.However,flowcontrolatthislayerisperformedendtoendratherthan

acrossasinglelink.

 Errorcontrol.Likethedatalinklayer,thetransportlayerisresponsibleforerror

control.However,errorcontrolatthislayerisperformedprocess-to-process

ratherthanacrossasinglelink.
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5.SessionLayer

Theservicesprovidedbythefirstthreelayers(physical,datalink,andnetwork)are

notsufficientforsomeprocesses.Thesessionlayerisresponsiblefordialogcontroland

synchronization.

Specificresponsibilitiesofthesessionlayerincludethefollowing:

 Dialogcontrol.Thesessionlayerallowsthecommunicationbetweentwoprocesses

totakeplaceineitherhalf-duplex(onewayatatime)orfull-duplex(twowaysata

time)mode.

 Synchronization.The session layerallows a process to add checkpoints,or

synchronizationpoints,toastream ofdata(seeFigure).Forexample,ifasystem is

sendingafileof2000pages,itisadvisabletoinsertcheckpointsafterevery100

pages.

Fig(3-6)transportlayer
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6.PresentationLayer

Thepresentationlayerisconcernedwiththesyntaxandsemanticsoftheinformation

exchangedbetweentwosystems.

Specificresponsibilitiesofthepresentationlayerincludethefollowing:

 Translation.Because differentcomputers use differentencoding systems,the

presentation layeris responsible forinteroperability between these different

encodingmethods.

 Encryption.Tocarrysensitiveinformation,asystem mustbeabletoensureprivacy.

 Compression.Data compression reducesthenumberofbitscontained in the

information.Data compression becomes particularly important in the data

transmission.
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7.ApplicationLayer

Theapplicationlayerisresponsibleforprovidingservicestotheuser.Itenablesthe

user,whetherhumanorsoftware,toaccessthenetwork.Itprovidesuserinterfaces

andsupportforservicessuchaselectronicmail,remotefileaccessandtransfer,and

othertypesofdistributedinformationservices.
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SummaryofOSIlayers


