How DES Works in Detail

DES iS a block CfpﬂMwﬁn itﬁ ﬁ | - By - : ;
cctmns b Btk o [hg perat | ofi plaintext blocks‘of a given size (64-bits) and
s of the same size. Thus DES results in a per : |

2764 (read this as: "2 to the 64th R N permutation among the

oy o i a4 SR power”) possible arrangements of 64 bits, cach of which
may be either 0 or 1. Each block of 64 bits iy divided into two blocks of 32 bits each, a left
half block L and a right half R. (This division is only used in certain operations.) ~ |
Exafiple: L&t M b the Blaifi feXI messape M = 0123456789ABCDEF, Where M is i
hexadecimal (base 16) format. Rewriting M in binary format, we get the 64-bit block of text:
M = 0000 0001 0010 0011:0100 0101'_0110‘.—01'11 1000 1001 1010 1011 1100 1101 1110
1111 . f =
4 0000 0001 0010 0011 0100 010) 0140 Didd

R = 1000 1001 1610 1011 1100 #101 {110 1111
The fiest bit of M is "0". The ast bit is "1". We read from left toright. _
DES opérates of the 64-bit blocks HSing ke sizes of 56= bits. The keys sremﬂlymred 38

-3



being 64 bits long, but every Beh bit in the key is not used (i.e. bits num

40, 48, 56, and 64). However, we will nevertheless number the bits from bered 8, 16, 24, 32,

right, in the following calculations. But, as you will see, the cight bilejt;fT; E:ti't:::g:iﬁ tc:'
ioned get

eliminated whéh we create subkeys.

Example: Let K be the hexadecimal key K = 133457799BBCDFF1. This gives us as the
binary key (seedng 1 = 0001, 3 = 0011, etc., and grouping wgether every eighit bits, of which
the last one in each group will be unused):

K = 00010011 00110100 01010111 61111001 10011011 10111100 11011111 11110001

The DES algorithm uses the following steps:

Step 1: Create 16 subkeys, each of Whlch s 48-bits long.

The 64-bit key is permuted according to the following table, PC-1. Since the first entry in the
table is “57% this means that the 57th bit of the original key K becomes the first bit of the
permuted key K+. The 49th bit of the original key becomes the second bit of the permuted
key. The 4th bit of the original key is the last bit of the permuted key. Note only. 56 bits of the
original key appear in the permuted key. |

PC-1
B0 AR ALY 88 25 17 5
T 50, 42 34 26 18
10 2 505 a5 43 350
' Y 3G 52 44 36
63 55 47 39 31 23 15
7. 462 54 46 38 36 22

14 6 61 53 45 37 29
21 1’3 5 28 - 20 12 q

Example: From the original 64-bit key

K= 00010011 00110100 01010111 01111001 10011011 10111100 11011111 11110001
wehget the 56-bit permutation

K+= 1111000 0110011 0010161 0101111 0101010 1011001 1001111 0001111

Next, split this key into left and right halves, Cp and Dy, where each half has 28 bits.

Example: From the permuted key K+, we get
Co = 1111000 0110011 0010101 0101111
Dy=0101010 1011001 001111 0001111

With Cy and Do defined, we now create sixteen blocks Cy and Dy, 1<=n<=16. Each pair of

slocks C, and D,, 18 forified o the previous paif Cy and Dy, 1, respectively, fori=1,2, ...
16, using the following schedule of "left shifts" of the previous block. To do a left shift, move
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Eﬂﬂh b‘[t one plage to lht h:&’ *"m‘l’t for the Eirst hlt, which 15 cycl&i to the end of the bk‘.ﬂzk

Iteration Number of
Numbe g LEFT SHifte
1 1
2 1
3 2
4 2
9 2
6 2
Y, 4
| 2
9 |
10 Z
11 2
12 2
13 2
14 Fi
S | Z
‘16 1

Thils means, for example, C; and D; are obtained from C; and Dj, respectively, by two left
shifts, and Cjs and D4 are obtained from C;s and Dys, respectively, by one left shift. In all
cases, by a single left shift.is meant a rotation of the bits one place to the left; so that after one
left shift the bits in the 28 positions are the bits:that were previously In positons 2, 3,..., 28, 1.

| ;Emmplg:. From original pair pair Cy and Dg we obtain:
Cp=1111000011001100101010101111
Dy=0101010101100110011110001111

C, - 1116060116011001010161011111
D, =10101010110011001 11100011110

C;=1100001100110010101010111111
D;-=0101010110011001111000111101

C;=0000110011001010101011111111
- D;=0101011001100111100011110101
Cy=0011001100101010§01 111111100
D,=0101100110011110001111010101

---------------------

.D5= O11001100T111000111101010101

Cs=001100101010101111111160001
Dgs=100110011110001 1110101010101

C5=1100101010101111111100001100 -
D;=0110011110001111010101010110



Cy = 00101010101 T1T1T11000011001 )
De= 100111100011 1101010101011001

Co=0101010101111111100001 100110
De= 0011110001 TTIOTOT01010110071 1

Cp=01010101111111100001 10011001
D= 11110001 11T101010101011001100

Cnp=0101011111111000011001 100101
Dy =1100011110101010101100110011
Cpz=010111L111100001100110010101
Dp=00011110101010101100L1001111

Cp3= 0111111100001 1001 Iﬁﬁlﬂiﬂlﬂl
D ;=0111101010101011001100111100

Ca = 1111111600011061106161610101
D= 1110101010101100110011110001

Cy5=1111100001100110010101010111
D;s=10101010101100110011110001 11

Crs=1111000011001 106101010101 11 |
D;s=01010101011001100]1 1110001 114

We now form the keys K, for 1<=p<=[6, by applying the following permutation wmble to
each of the concatenated pairs C,.D,.. Each pair has 56 bits, but PC-2 only uses 48 of these.

PC=2
14 17 1 5
3 28 15 6 21 10
23 19 12 4 26 ;)
16 T 20 13 2

41 52 9 37 47 55
30 40 5: 45 33 48
44 49 98 56 34 S3
46 $2 50 36 29 32

Thetefote, the fifst bit of K, 13 the 14th bit of C,D,, the second Bit the 17th, 4nd 5o ob, ending
with the 48th bit of K,, being the 32th bit of C,D, |

Examiple: For the first key we ave C;Dj = 1110000 1100110 0101010 1011111 1010101
0110011 0011110 0011110

F Ll

which, after we appiy the permutation PC-2, Mu

K;=000110 110000 001011 101171111111 000111 000001 110010

=6-
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Por the other keys we have Lk Ekiisg 0011 Lo
= ol10  oiolo 111obl ﬂllﬂ?{l} 010000 101100 111110 011004

K: - Olotol onin 110010 O0TRC oo mroont Ol oo

::I > ouoo towoig  VIONY OIGTC fiiase maoi0) 08T oI

K‘ . 011111 001110 IIGU{HJ OGD“D 0“”00 000'11 ]ﬂllﬂo 101111

X = 011000 111010 010100 11100 010100 (R 00010 111100
6= Tliont 001000 010010 11011 00511 fo111L 111011
K, = Lol oo S fooil 110K OFRCC oiior oot
g, - loloo. oiiil gt ol001 :cl':]tll{: 01101 001110 000110
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::” = g?:?g? g:g:?l 000111 110101~ 100101 000{1}:? ?3:{1)5: .53333‘1
e - 00101 101100 010111 010001 (11110 101 Aot
Kis 2 olott1 110100 001110 ioILl L1100 oo oiites SAC
Kis = 101111 111001 000110 001161 001111 010011

Ks= 110010 110011 110110 001011 000011 100001 011111 110101

So Aitich fOF e Siibkeys. Now we 160K 4t the fiessage (sell..

Step 2: Encode each 64-bit block of data.

There is an initial permufation IP of the 64 bits of the message data M. This rearranges the
‘bits according to-the following table, where the entries in the-table show the new arrangement
of the bits from their-initial-order. The 58th bit of M becomes-the first bit of TP. The 50th bit
of M becomes the second bit of IP. The 7th bit of M is the last bit of IP.

Ik

f¢ 50 42 W 26 M8 20
$§0 B2 44 3 2 20 12
B B ¢ » Fo P2 il
g4 36 a8 .40 32 24 WG
By "N 41 39 s A 9
iy 85 27 -9 R
61 W5 45 237 @ g1 A
63 iS5 M7 B9 B1 23 SN

-] En W= @ b N

Exsmpler Applying the initizl i:emumﬂﬁu tos thi blook of text M, given previously; we get

M = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110
1111 . 87

IP = 1100 1100 0000 Q000 1100 1100 1111 1111 1111 0000 1010 1010 1111 0000 1010
1010 ' : ' '
Hiur_éﬂmiﬂd! bit of M is “I¥, which becomes the first bit of IP. The 50th bit of M is |«
which becomes the second bit of IP. The 7th-bit of M is "0", which becomes the last bit nflp’

Neext divide the permtited block 1P intd 4 left alf Lo of 32 bits, 4hd a Fight Balf R of 32 i,



.\.
s u block of 6 output bits.) \

ock of 4 original bits has been t!n.puﬂdﬂd
¢ output E(Ra-1) with the key Ka:

(Note that each bl

Next in the / calculation, we XOR th

Xa ™ E(Rn*f}-

Example: For K; , E(Kp), we have

101 101111 | { 1106010
- | 0000 joii 101011 111l 000111 00000
= 1 - ”IUGDDI O{LH}H}I 010101 011110 100001 010101 010101

R = 011110 |
E«i*;l)(ﬂ.n}"-ﬁl 1000 010001 011110 111010 100001 100110 010100 100111.

We have not yet finished caicufating the function f . T0 this point we have expanded Ky

from 32 bits to 48 bits, using the selection table, and XORed the 'resull with thf:: key K, . We
now have 48 bits, or eight groups of six bits. We now do something strange with each group

of Six Bits: we use them A8 Addressss in rables called “S boxes™. Each group of $ix bils will
give us an address in a different S box. Located at that address will be a 4 bit number. ThIS 4
bit number will replace the original 6 bits. The net result is that the eight groups of 6 bits are
transformed ifto eight groups of 4 bits (the 4<bit outputs froin the S boxes) for 32 bits total.

Write the previous result, which is 48 bits, in the form:

| where each B; is a group of six bits. We now calculate
S1{BYSHBISHBYSHBISHBISABISAB)SHBY)

where S;(By referres to the output of the i-th S box.

To repeat, each of the functions §1; §2;...; 88, tkes u 6-bit block as input and yields 2 4-bit
block as output. The table to determine S, is shown and explained below:

51

; Column Number
Row

No. PRl W 6 7 @8 9 1011 12713 1415
BEdaNIs . 215 11 8 310 612 5 9 @ '3
4 @Sk ¥ 18 3 13 1 W F 1232 9 B .3 ®
0 LSS e 2. 1131512 9 7 310.. 5.0
PR 4 9 1 7 511 314 10 0 61213

I£ 57 s the function defified ifrthis tble aid B is 4 lock of 6 bits, then Sy(B) is determined s
follows: The first and last bits of B represent in base 2 a number in the decimal range 0 to 3
(or binary 00 to 11). Let that number be i. The middle 4 bits of B represent in base 2 a number
inmedee{qmmgww 15 (binary 0000 to 1111). Let tiat number be f. Look up in the wbje
the number in the i-th row and j-th column. It is a number in the range 0 to 15 and is uniquely
represented by a 4 bit block. That block is the output S;(B) of S; for the input B. For example,
for input block B = 01101 1 the first bit is "0" and the last bt *1* giving 01 =5 the row. This is
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pgample: From [P, we pet Loand Ry

Lo = 1100 1100 0000 0000 1100 (100 (11 1111
R, = 11110000 1010 1010 1111 0000 1010 1010

We now proceed through 16 iterations, for | <=n<=16, using a function f which operates on
rwo Blocks==a data block of 32 bits and & key K, 6f 48 Blts-16 produce a block of 32 bits. Let
+ denote XOR addition, (bit-by-bit addition modulo 2). Then for n going from 1 1o 16 we

_ calculate

Lx o R
Ra= Lp.1 +f(Rn-hEn)

This pesults ifi 2 final block, foF # = 16, of LRy That 18, it each ieration, we ke the Fight
32 bits of the previous result and make them the left 32 bits of the current step. For the right
32 bits in the current step, we XOR the left 32 bits of the previous step with the calculation f .

Example: Furu-l,wehnvé

K, = 000110 110000 001011 101111 KI11I1 000111 000001 110010
L, = R, = {111 0000 1010 1016 1111 0000 1010 1010

R;= Lo+ fiR4,K;)

.. frremains to explain how the function y works. To caleulate J, we first expand each block R

: . from'32 bits to 48 bits. This is done by using a selection table that repeats some of the bits in
R,.; . We'll call the use of this selection table the function E. Thus E(R,..;) has a 32 bit input

block, and a 48 bit ouput block.

Let. E be such that the 48 bits of its output, written as 8 blocks of 6 bits each, are obtained by
selecting the bils if its ifiputs in order aecording o the followihg table: ;

E BIT-SELECTION TABLE

92 s A 2 3 ¢ B
4 5 6 7 8 9
8 g0 11 12

12 33 14 15 16 17 .
16 17 18 19 20 21
20 v | 22 23 24 25
24 o il 27 28 29
28 29 30 31 32 1

Thus the first three bits of E(R,.;) are the bits in positions 32, | and 2 of R,.; while the last 2
bits of E(R,.;) are the bits in positions 32 and 1.

~ Example: We calculate E(Rj) from Rj as follows:

R, = Mili 0000 1010 0010  iiii 0000 1010 1010
E(R0)=011110 100001 010101 010101 01111010001 010101 010101



row 1. The middle four bits are *1101" This Iy the bing
column is column number 13 In row 1, column | 'I‘F'Ir? ;ﬁ';.':::!::::flﬁhnﬂ 1%, - e
binary 0101, so that the output is 0101, Hence 801101} MINES the autpn; § iy

-0
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sutput of the gl 8 BOKES:

gyafpie: For the first pound, we obualn as the
(VIRAE

| muuuumum |
y 101) 0101 10N

0001 011110 111010 {0000
{00 {00 o01(

K, + E(Ro) = 011000 01
- 0101 1

Sffﬂ1)521'52’53(Bﬂﬁdﬂd&rﬂysgﬂy&rﬂy&':(ﬂn)
Ol11l
of the BboX ahitput 10 oinain

The ﬁﬂul stage in e caleulation of £ is 1O do o pennumﬂnn P
the final value of /¢ '

e P(S1(B)S2(B2)-:S4(BY)

The permutation P is defined in the following table. ¥
Input by permuting e Bis of the input BIOCK.

yiclds a 17.-bit outpul (rom a 32-bM

P

16 ‘7 20 1i

oy 12 28 17
T amt g 20
S 19" a1 10
3 6 24 14

32 27 3 g

19 13 W 6

no' Ay 4 25

Example: From the otitput of the eight S bOXES:

S1(B1)S(B2)S3(B3)S(BJSs(BIS SAB7)Ss(Be) = |
tﬁu | JSs(B9SeBYSAB7)Ss(By) 0‘1‘21 l\lgo 1%}0 oo;u m‘;‘] ntl_m I:;':n

£_A
ol

f=0010 0011 0100 1610 1010 1001 1011 1011
R =Lﬂ +ﬂRﬂi Kf )
1100 1100 0000 0000 1100 1100 111] 111

0010 0011 0100 1010
101
1110 1111 0100 1010 0110 0101 0100 0100 P 1001 1011 1011

It

n <+

ﬂut;é;ﬁw we will have Ls= Ry, which is the block we just calculated, and then we

R EI , =L, + f(R), K2), and s0 on for 16 rounds. At the end of the sixteenth round

We nave ocks Ly and Rys. We then reverse the order of the two blocks into the 64 E’l
| ~bi

block

Rj6Lis
and apply 4 final permutation TP*' as defined by the following tble:



0 8 g9 16
1 56 .
ot AR LB T L
-:” S 46 14 -3y o SR
37
- 5 Q% 13 5Y M ?j 30
3:‘ 1 44 12 82 ag i 29
~ £ 42 a0 0 DR 9
: ; 1l 9 49 17 57 2€
wl
Thad is, l!‘li!: OUput of the algoridhim has bit 40 Ofl.hé'pmi[pu[ Blo
second bit, and so on ‘ ok

Example: If we procesy #li 16 bloe mediod e
16th round, S ustng s defined previously, we L, o die

Lie = 0100 0011 - 0100° 0010 .{lﬂll 0010
Rys= 0000 1010 0100 1100 1101 1001 1001 0101 -

We reverse the m'ofﬂm two blocks atid apply the fir permutation 1o - - -
RisL1s= 00001010 01001100 11011001 10010101 0100001 101000010 00110010 00110 100
IP°Y = 10000101 11101000 00010011 01010100 000011 11 0001010 10110100 00000101
which in hexadecimal format is .

858 13340FOAB40S.

Tﬁis;is the encrypted form of M = 0123456789 ABCDEF: namely, C = 85E813540F0AB405.

Decryption i3 simply the inverse of encrypuion, follwing the s «shs 8 above, but
reversing the order in which the subkeys are applied. - ‘

DES Modés of Operation |

The DES algorithm turns a 64-bit message block M into a 64-bit cipher block C. If each 64-
bit block isg:::npwd individually, then the mode of encryption is. called Ekt:trm'lic Coile

Book (ECB) mode. There are two other modes of DES mc:y!:rﬁnn, namely Chain Block
* Coding (CBC) and Cipher Feedback (CFB), which make each cipher block dependent on all
the previots messapes blocks dirough an inidal XOR operation. -

Cracking DES

Before adopted as a national standard, during the period NBS was sallcm:‘ng
mmcn?sﬁsunw:e algorithm, the creators of public key cryptography, Martin
Heliman and Whitfield Diffie, registered some objections to the use of DES as an encryption
algorithm. Hellman wrote: "Whit Difﬁeandlhgvebwumem?caned that the proposed data
encryption standard, while probably secure against commercial assault, may be extremely
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