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Lecture Three

Risk Assessment Model

Steps to Build a Risk Assessment Model

Risk is assessed by following the following steps:
1. Identifying threats.

2. Identifying vulnerabilities.

3. Relating threats to vulnerabilities.

4. Determining the likelihood.

5. Evaluate the impact of each risk.

Step 1: Identifying threats
A threat 1s any potential event or action that could cause harm to your

assets, operations, or objectives.
Methods:

- Brainstorming: Gather a team to list potential threats.

- Historical Data: Review past incidents, audit reports, and industry
news.

- SWOT Analysis: a strategic planning tool used to identify an

organization's Strengths, Weaknesses, Opportunities, and Threats.
Examples of Threats:

- Cyber: Malware infection, phishing attack, DDoS attack.
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- Operational: Power outage, key supplier going bankrupt, natural
disaster (flood, earthquake).
- Human: Employee error, insider theft, workplace accident.

- Physical: Theft, vandalism, fire.
Step 2: Identifying Vulnerabilities

A vulnerability is an internal weakness or gap in your defenses that a

threat could exploit. It's what makes you susceptible to a threat.
Methods:

- Vulnerability Scanning: (For IT systems) Automated tools that scan
for known software vulnerabilities.

- Penetration Testing: Ethical hackers simulate an attack to find
weaknesses.

- Audits & Inspections: Physical inspections of facilities, financial
audits, process reviews.

- Interviews & Surveys: Asking employees about process bottlenecks,

outdated equipment, or security shortcuts they've observed.
Examples of Vulnerabilities:

- Cyber: weak passwords, lack of firewall, poor access controls.
- Operational: Single point of failure in a supply chain, lack of

employee training.
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- Physical: Broken lock, missing security camera, flammable materials

stored improperly.
Step 3: Relating Threats to Vulnerabilities (Asset-Based Context)

This is the crucial step where you create "risk scenarios." You ask: "Can
a specific threat exploit a specific vulnerability to damage a specific

asset?"

o Method: Create a Risk Matrix or Pairing Table.

o Process:

1. Identify the Asset (what you are trying to protect: e.g., customer
database, production line, reputation).

2. For each asset, list the relevant Threats.

3. For each threat, list the Vulnerabilities that would allow it to

succeed.
o Example Scenarios:

- Threat: Phishing Attack | Vulnerability: Lack of employee security
awareness training | Asset: Employee login credentials & network
access.

- Threat: Fire | Vulnerability: Lack of a fire suppression system in the

server room | Asset: IT Servers and data.
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- Threat: Key Supplier Bankruptcy | Vulnerability: No alternative
supplier identified (single-source dependency) | Asset: Production

Capability.
Step 4: Determining the Likelihood

This 1s the probability that a specific threat will exploit a specific
vulnerability to cause an incident. It's often rated on a scale (e.g., High,

Medium, Low or 1-5).
o Factors to Consider:

- Historical Frequency: How often has this happened to us or others in
our industry?

- Threat Capability & Intent: (e.g., For a cyber-threat, how skilled are
the hackers? How motivated are they?)

- Effectiveness of Existing Controls: How well do your current

security measures, policies, and procedures prevent this?
v" Likelihood Scale Example:

% 5 - Almost Certain: s expected to occur in most circumstances.
¢ 4 - Likely: Will probably occur in most circumstances.

¢ 3 - Possible: Might occur at some time.

¢ 2 - Unlikely: Could occur at some time but is rare.

¢ 1 - Rare: May occur only in exceptional circumstances.
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Step 5: Evaluate Impact for Each Risk

This assesses the severity of the consequences if the risk event occurs. It
focuses on the damage to the asset and the organization's objectives. It is

also rated on a scale.
o Categories of Impact:

- Financial: Cost of recovery, lost revenue.

- Operational: Downtime, disruption of service, loss of productivity.
- Reputational: Loss of customer trust, negative media coverage.

- Legal/Compliance: Regulatory fines, lawsuits, breach of contract.

- Health & Safety: Injury or loss of life.
o Impact Scale Example:

- 5 - Catastrophic: Company-wide shutdown, massive financial loss,
loss of life.

- 4 - Major: Major disruption to a critical business unit, significant
financial loss.

- 3 - Moderate: Localized disruption, manageable financial cost.

- 2 - Minor: Minor disruption, low financial cost.

- 1 - Insignificant: Negligible impact.

Putting It All Together: The Risk Matrix
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Once you have the Likelithood and Impact for each risk scenario, you plot

them on a Risk Matrix to determine the overall Risk Level.

Impact Rare (1)  Unlikely (2) Possible (3) Likely (4)  Almost Certain (5)
Catastrophic (5) Medium (5) High (10) High (15) Extreme (20) Extreme (25)
Major (4) Low (4) Medium (8)  High (12) High (16) Extreme (20)
Moderate (3) Low(3) Medium (6) Medium (9)  High (12) High (15)
Minor (2) Low (2) Low (4) Medium (6) Medium (8) High (10)
Insignificant (1) Low (1) Low (2) Low (3) Low (4) Medium (5)

« Extreme/High Risk: Requires immediate action and senior management
attention. Must be mitigated or avoided.

« Medium Risk: Require specific monitoring and response plans.
Mitigation should be applied if cost-effective.

« Low Risk: May be accepted or managed by routine procedures.

This 5-step process provides a rigorous, documented, and repeatable
method for assessing risks, ensuring that you are not just identifying
threats, but also examining the critical intersection where threats intersect

with your specific vulnerabilities.



