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Abstract

A high level of safety and security is required for medical image transmission via open
access since medical pictures are more important than other images in most
applications, especially in real-time applications like telemedicine. Unique
characteristics in many imaging data make it difficult to analyze and decide on the
techniques needed to protect confidential images from unauthenticated access. Current
encryption techniques primarily target textual data; they do not, however, work well
with multimedia data, such as photos. Even though telemedicine is a medical business,
the medical community opposes data computing because it violates the confidentiality
and validity of medical data because of the ease with which informatics makes it
possible to do so.

Several research projects are discussed in this paper from a confidentiality standpoint in
medical aid, which uses these technologies and has related challenges: The use of
machine learning (ML) for safe healthcare The overview of the review article
summarizes the findings of several experiments and shows that they are quick,
effective, secure, and retain optimal performance.



Healthcare service providers generate a large amount of
Heterogeneous data and information

m
=
=,
=
=3
=
3
m
=
—
=




Introduction

» Medical images are crucial and sensitive data in medical computer systems [1]. Medical
Images are transmitted over an insecure internet connection; a consistent encryption system is
devised. Among the three basic qualities of the Central Intelligence Agency (CIA)
(Confidentiality, Integrity, and Availability), the important characteristic of the communication
of medical pictures between doctors is secrecy [2].

» With the fast expansion of electrical information interchange, it is vital to secure the privacy
of picture data from unwanted access [3].

» Defilements of security can affect the confidentiality and reputation of users.

» Therefore, data encryption is commonly used in open networks such as the internet to ensure
safety [4].

» Digital picture security has grown in popularity as a result of the huge rise in digital data
transfer over public channels.

» It garners an overwhelming amount of attention in today's digital age. Throughout our society,
advancements in multimedia technology have enabled digital images to take on a greater role
than traditional papers, which require extensive confidentiality protection for all uses.

» Because each data format has distinct benefits, distinct measures must be utilized to safeguard
sensitive picture data from unauthorized access [5].



Introduction (con.)

» There is an interdisciplinary field known as the Internet of Medical Things, which applies
Internet-of-Things technology to the field of medicine Medical imaging (brain "Magnetic
Resonance Imaging (MRI)" for cancer diagnosis and "Computed Tomography (CT)") of the
lung for nodule identification) has benefited from the development of IloMT [9]-[11].
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Introduction (con.)

» Archiving and sharing of medical pictures is commonly done using Picture
Archiving and Communication Systems (PACS) [12] The equipment is
extensively networked and is used to aid doctors in diagnosing and treating
patients, e.g. Therapeutic images are frequently supervised in IoMT by a
system called Picture Documentation and Communication Systems.

» When therapeutic imaging equipment detects a silent, it stores it in the PACS.

» If an adversary, either internal or external, gains access to the Hospital
Information System (HIS)or Archiving and Communication Systems (PACS),
It becomes trivial to eavesdrop on these medical pictures, resulting In a
significant breach of patient privacy [12].
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Background Theory: Machine Learning (ML)

Al and ML have gained prominence in recent years, notably in medicine, where they are used In
fields such as computer-assisted diagnostic and surgical procedures, medical image interpretation,
and image analysis. These methods can assist physicians in precisely diagnosing and anticipating
disease, therefore mitigating or avoiding disease's impact.

The primary difference between
predictable techniques and ML is
that ML is based on inputs and
outputs rather than rules. The
inputs  are  the extracted
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application, and the productions Learning

are the labels. ML algorithms
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mapping inputs to outputs
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Comparison of different ML models
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Background Theory: Deep Learning (DL)

» Typically, ML models are taught to execute certain functions. Practical tasks
based on functionality that has been manually extracted from raw data or
functionality that has been taught via the use of other rudimentary automated
models.

» By skipping this tedious and difficult phase, DL enables computers to
automatically discover useful and valuable characteristics directly from data.

» Although several kinds of Artificial Neural Networks (ANN) are the most
often used models in education, there are others.

» The primary characteristic that all DL methods have in public is their
emphasis on learning functionality: ML of data.

» This i1s the prime distinction between learning methodologies and more
"traditional” machine learning.



Background Theory: Deep Learning (DL) (con.)

rNeural mnetvworkk layvers make data limnearhy separable

> S ————
> B —— . ™ o

S~

Imnput data Hiddenrmn lay=r 1 Hiddenrmn lawyer 2

Dreaep learming canmn featurize amnd learm from a variety of data types

L 1 4 A )

fl | | | I
P LN LA W (e |

I | r Ir | | Ir Ir
o 1 2 3 a5 S
Temporal imputs

Pualtirmoaodal

Nnputs Imnput Hidden Hidden

layer lawyenr 1 layer =2




Convolutional Neural Networks (CNNS)

» Convolutional neural networks have sparked interest in DL in medical imaging. A highly
effective method for learning advantageous representations of pictures and other designed data.
Before CNNSs could be used efficiently, characteristic had to be developed by hand or using less
capable ML models.

» Once characteristics could be extracted directly from data, numerous hand image features were
often omitted. They have been shown to be practically ineffective in comparison to CNN's
feature detectors. CNNs are created with strong preferences in mind, which explains why they
are so strong. Therefore, let us do a search for the CNN building blocks.
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Background Theory: Medical Image Encryption

» To encrypt a image, it is essential to transform the input image to an encryption image using
symmetric or asymmetric keys using a symmetric or asymmetric encryption technique.

» ldentical codes employ the same key for encryption and decryption, whereas asymmetric codes
employ distinct keys for encryption and decryption.

» Encrypting medical images may be accomplished via a variety of algorithms and other factors.

» Encryption of medical pictures is possible using high-speed running,a somewhat smart
deployment, chaotic maps, and edge and soon.

» The algorithm performance used to encrypt medical pictures may be determined by looking at
the peak noise signal ratio, the bit error rate, the fidelity, and the average square error.

» Encrypting medical images is mostly used for security purposes



Medical Image Encryption (con.)
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Background Theory: Medical Image Steganography
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Medical Image Steganography (con.)

The degree of corruption is determined by two factors:

» First, the volume of data to conceal. On a daily basis, it has been used to
conceal text messages within photographs. Pixel bits are used to quantify the
quantity of concealed data. Frequently, the data size is set to 0.4 or less. The
extended the message, the greater the bop, and hence the greater the carrier's
alteration.

» Second, the degree of corruption is determined by the carrier image. By
concealing information in noisy, frequency-filled portions of a picture, a slight
human-visible disturbance is created in flat sections. Estimating the amount of
Information that an image may conceal can be found in



Models for Secure Medical Image by ML
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Review of Different ML Models(Con.)
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Conclusion

« The main presentation objective is to discuss methods for safeguarding patient data. The study's
primary objective is to increase the security of medical photographs through the use of multiple
optimization methods.

* In ML and deep learning, the algorithm model presupposes that a new technique of protection may be
Implemented more effectively and with little latency than existing approaches. Nevertheless, it achieves
a high level of image security and will obtain them without engaging in criminal activity. The findings
from each study will demonstrate that the author's suggested sharing strategy ensures the image's
secrecy, integrity, and dependability.

« The performance study of all approaches in this article demonstrates the security, efficacy, and
resilience of the author's suggested algorithm. T

* his article contributes to ongoing research in the arena of medical image processing and security.

By utilizing sophisticated machine learning techniques in artificial intelligence (Al), we propose that
work be done to reduce the processing time for encoding CT SCAN pictures in order to fulfill real-time
communication needs. It may suggest a novel way for securely transmitting COVID-19 CT pictures in
the real world.






