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Q1) The concept of Public-Key Cryptography evolved from an attempt to attack most difficult problems 

associated with symmetric encryption, Describe these problems?  Classify categories of PKC? List 

possible approaches to attacking RSA are: 

ANS: Describe these problems 

 

ANS: Classify the categories of PKC: 

 

ANS: List possible approaches to attacking RSA: 

 

  



Q2) Pseudorandom number generators (PRNGs) are used in a variety of cryptographic and security 

applications.  

A. A number of network security algorithms and protocols based on cryptography make use of random 

binary numbers, Describe these algorithms and protocol.  

B. There are distinct requirements for a sequence of random numbers, Describe it? 

C. Summarizes using Table only the principal differences between PRNGs and TRNGs. 

D. Describe approaches that use a block cipher to build a PNRG have gained widespread acceptance? 
 

ANS: (A,B) 

 

ANS: (C) 

 

ANS: (D) 

 



Q3) Answer the following questions: 

1) Decrypt the encrypted message “GYDPPKLRSMGOVM” Using PlayFair Algorithm with Keyword 
“DARKROOMS”: 

2) Differentiate between Cryptanalysis and Brute-Force Attack 
3) Describe Steganography? Various other techniques have been used historically; Give examples? 

ANS: (1) 

 

ANS: (2) 

 

ANS: (3) 

Steganography: A plaintext message may be hidden in one of two ways. The methods of 
steganography conceal the existence of the message, whereas the methods of cryptography render the 
message unintelligible to outsiders by various transformations of the text. 

 

 

  



Q4) Answer the following questions: 

1) Using Table only, Describe difficulties in defending against attacks? 

2) Illustrate using Figure only Information security components? 

 

ANS: (1) 

 

ANS: (2) 

 

 


